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CUHXPOHM3aLNA C
rpynnamm AD

HacTtpouka nHTerpauum c Active Directory

1. 3angunte B pasgen "System settings" - "Auth”, Buibupaem Bknagky LDAP.

2.BBegunTte agpec LDAP cepBepa, YH4ETHYIO 3aNnCb 019 NOLOKIOYEHUNSA K HEMY 1 MAapoJib OT
3TON YYETHON 3annCH.

3. YkaxuTte OU n unbTp Nnomncka nonb3osaTtesien. Npumep hunbTpa Nosib3oBaTenemn
KOHKPEeTHOM rpynrbl CMOTPUTE Ha CKPUHLLOTE.
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& Organizations Basic
F& Messages Enable LDAP auth (@D
® Features * LDAP server Idap://afidc afi.local:389
& Auth
@ Storage Bind DN testadmin@afi.local
Terminal Password
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LDAP User
@  Security
* User OU DC=afi,DC=local
BB Interface
1 Tools * User search filter (&(objectClass=user)(memberOf=CN=AFI_IT,CN=Users,DC=afi, DC=local))
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@ Heense Useratrmap —

"username”: "sAMAccountName",
"name”: "cn”,
“email”: "mail”
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4. Ha)xmuTe KHOMKy "Submit" nnga coxpaHeHna HacTpoek. BHUMMaHuMe: nocne naMeHeHus
rMapamMeTpoOB M HACTPOEK HY>KHO BCErga Ha>KmMaTb KHoMKy "Submit" ona npyumeHeHns
HacTpoek, MHa4ve TecT byaeT 3anyckaTbCA CO CTapbiMX NapaMeTpaMu.

5. Haxxmunte kKHonky "Test connection” gnsa nposepkn HacTtpoek unn "Test login" ong
MPOBEPKN aBTOPU3aLUN KOHKPETHOIO NMoJib30BaTe NS,
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6. HaxmuTe kHomKy "Bulk Import". Bbl 40/TKHbI yBUAETb MOJIb30BaTENEN FPYNbI,
KoTopble 6yayT nobasneHnbl 4ns aBTopusaumm B PAM. TaM XXe MOXKHO BblAENNTb HY>KHbIX
rnonb3oBaTenien n HaxkaTb "Import" nam nmnopTupoBaTb BCeX, Ha>kaB "Import all".

7. TakKe Bbl MOXXKeTe HaCTPOUTb aBTOMATUYECKYO CUHXPOHM3aL M0 Nofib3oBaTeNnen,
Ha>xaB KHOMKy "Sync setting".
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rm execution are set, u
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CuHxpoHusauusa c rpynnamum Active Directory

Ona yero ucnosb3yercss CUHXpoHu3aumusa ¢ AD rpynnamu?

YnpaBnATb NpaBamMum A4OCTYMNa K LLesIEBbIM CUCTEMAM MOXXHO NPUBbLIYHBIMWU FpynnamMun
Active Directory - pobaBneHne nam ygaaeHue nosib3oBaTens U3 Takmux rpynn éygetr
aBTOMaTUYECKN CUHXPOHM3NPOBATLCA C MaTpULLEN NpaB B JumpServer, n Noab30oBaTe b
byneT nony4aTb UM TepATb NMpaBa A4OCTyna.

HacTtponka cMHXpoHu3auum ¢ rpynnamm AD.
1. 3angunte B System settings - Authentication - LDAP

2. B nosne User attribute go6aBbTe napameTp groups, Tak 4To6bl MOAYYNIOCh:

{
"username": "sAMAccountName",
"name": "cn",
"email": "mail",

"groups": "memberOf"
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CM CKPUHLLOT:

Basic
* Server @ |dap://afidc.afilocal:389
* Bind DN® testadmin@afi.local
Password @
Search
* Search OU @ DC=afi,DC=local
* Search filter @ (&(objectClass=user)(memberOf=CN=AFI_IT,CN=Users,DC=afi,DC=local))
1-|{
2 "username”: "sAMAccountName",
3 “name": "cn”,
4 "email": "mail",
5 "groups”: "memberOf”
6 }

3. HaxxmuTte KHonky Submit onsa coxpaHeHus HacTpoek
4. Haxxmute KHOoMKy User Import v B 0OTKpbIBLLEMCSH OKHe Ha>kmuTe Sync Users

Ecnn Bce BepHO, Bbl yBUAUTE CMNCOK MoJib3oBaTenen n ctonbey c atpubytamm rpynn AD:

Ldap user

Please submit Idap configuration before import

/ @ C
Username Name Email Groups Already exists
denis Mopozoe JleHnc - CN=Test)S,0U=subOU,0U=TestOU,DC=afi,DC=local | CN=AFI_IT... @ Yes
sergey Monuoe Cepren - CN=AFI_IT,CN=Users,DC=afi,DC=local @ Yes
nlo Hatanua Opnoea no@afi-d.ru CN=Test)S,0U=s5ub0OU,0U=TestOU,DC=afi,DC=local | CN=thyco... @ Yes
Baca Bacs - CN=TestJS,0U=5ubOU,0U=TestOU,DC=afi,DC=local | CN=AFI_IT.. ~ @ Yes
testnlo testnlo - CN=AFI_IT,CN=Users,DC=afi,DC=local | CN=Domain Admins,CN-.. @ Yes
TST_User TST_User - CN=AFI_IT,CN=Users,DC=afi,DC=local @ Yes

Total 6 15/page

5. Haxxmute Import all, 4To6bl fo6aBUTL NONb30BaTENEN B CUCTEMY.
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Ecnn 3anpgeTe B Console - User - Groups, yBuaunTe rpynnbl Mosab3oBaTenen JS, c
nMeHamu rpynn AD € TeMU »Xe NMosib30BaTeNAMN B HUX:

Console = & Groups
@ Dashboard Actions v
USER
Name Users
A User
AD AFIIT 6
A Groups

AD Domain Admins 2
ASSETS

B Assets AD Remote Desktop Users 1
@ Zones AD TestjS 3
@ Platforms AD thycotic 1
ACCOUNTS

Default 16
A~ .
Bepcusa #2

Cepren MonuoB co3pan 26 anpena 2024 13:43:08
Cepren MNMonuos o6HoBnA 30 okTH6psa 2024 12:54:51
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