HacTponka HTTPS wn
obpaTHOro NpPokKcu Ons
Beb-nHTEpdhenca
JumpServer

Ona 4yero Hy>xeH obpaTHbIX NPOKCK JumpServer?

Nginx oTBeYaeT Ha NoAAepP KKy 3alluLLeHHbIX websockets (wss://), opraHn30BbIBas
ynpaBaeHne NoaKJIYEHNSIMN N 3alLNTON KaHasla C MoMoLlbio SSL-cepTudumnkaTa. Ansa Toro
4TOObI PYHKLNA KONMPOBaHUA 1 BCTaBKKM B NpoTokosie RDP paboTana, Heobxoanmo
pa3BepHYTb AOBEPEHHbIN SSL-cepTudmKaT. Icnonb3oBaHME KONMMPOBAHUS N BCTaBKN B
RDP-akTuBax BO3MO)XHO Npu AOCTYyre Yyepes3 npotokoa HTTPS.

YcTtaHoBKa SSL ceptucdukata u HacTtpouka HTTPS pnsa BeO-
nHTepdenca

MoaroTtoBbTe SSL-cepTudumkaT (06paTTE BHMMaHME, YTO CeEPTUDUNKAT JONXKEH ObITb B
cdopmaTte PEM). CepTucnkaTbl HEOOX0OUMO pa3MecTUTb B anpektopun /opt/
jumpserver/config/nginx/cert

OcTaHoBUTE CcepBUC JumpServer:
.[jmsctl.sh stop
OTKponTe hann KoHpUrypauum jJumpServer
vi /opt/jumpserver/config/config.txt
HanguTte n nameHuTe napaMmeTpbl 4159 KoOHpurypauyum Nginx:

## KoHdurypaumsa Nginx
HTTP_PORT=80

SSH PORT=2222
RDP_PORT=3389

## HTTPS KoHurypauuns

HTTPS_PORT=443 # BHewHun nopTt gna HTTPS, no ymonyaHuio 443
SERVER_NAME=www.domain.com # Baw gomeH gna HTTPS

SSL_CERTIFICATE=xxx.pem # lma Bawero cepTudurkaTta B /opt/jumpserver/config/nginx/cert
SSL_CERTIFICATE_KEY=xxx.key # Wms canna knto4va B /opt/jumpserver/config/nginx/cert



CoxpaHuTe nameHeHuns harna KoHdurypauum n 3anyctute JumpServer

.Jjmsctl.sh start
Ecnm BaM HY>XHO JOMNOSIHUTEJIbHO HAacTpOUTh hann KoHpurypauum Nginx:

vi /opt/jumpserver/config/nginx/Ib_http_server.conf

MHoOroypoBHeBbIi OOpaTHbIW NpPokKcuM Ha Nginx

Mopckaska:

3Ta KOH(pUrypaumns noaxoanT Ons CJyyYyaeB, KOraa Ha BEPXHEM YPOBHe eCTb 00LmniA
BHELLUHUIN NPOKCK-CepBep. 3TO NMPUMep MHOrOypPOBHEBOI0 06paTHOr0 NPOKCUPOBaHUS Ha
Nginx. Ka>kgas npokcu-cekyus 0o1KHa ObITb HACTPOEHa ANS NOANEPXKKM ANTNTENbHbIX
coepgunHeHnin WebSocket.

PepakTupoBaHue KoHpUrypaumoHHoro gamna:
vi /etc/nginx/conf.d/jumpserver.conf
Mpumep KoHbuUrypaumm 6e3 SSL:

server {

listen 80;
server_name demo.jumpserver.org; # 3aMeHWTe Ha Ball JOMeH

client_max_body_size 4096m; # OrpaHMyeHne Ha MaKC/MMasbHbIN pa3Mep 3arpy>kKaembix arnios

location / {
# 3pecb ykasbiBaeTcs IP-agpec Nginx cepBepa JumpServer
proxy_pass http://192.168.244.144;
proxy_http_version 1.1;
proxy_buffering off;
proxy_request_buffering off;
proxy_set _header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $remote_addr;

PekxkomMeHpauus:

Ons 6onee 6e30nacHOro 4oCTyna PeEKOMeHAYeTCAa HAaCTPOUTb SSL 1 ncnonb3oBaTh

npoTokon HTTPS, cnenysa pekomeHaauunam Mozilla SSL Configuration Generator.

MpuMmep KoHdUrypauum c SSL:


https://ssl-config.mozilla.org/

MepeHanpasseHne HTTP Ha HTTPS:

server {
listen 80;
server_name demo.jumpserver.org; # 3amMeHuTe Ha Ball JOMeH
return 301 https://$server_name$request_uri; # lNepeHanpasneHne scex HTTP-3anpocos Ha HTTPS

HacTtpoika HTTPS:

server {

listen 443 ssl http2;

server_name demo.jumpserver.org; # 3aMeHuTe Ha Ball AOMeH

ssl_certificate sslkey/1_jumpserver.org_bundle.crt; # YkaxuTe nyTb K BaweMy SSL-cepTudnkaTy

ssl_certificate_key sslkey/2_jumpserver.org_bundle.key; # YkaxxuTe nyTb K KJIl0O4EBOMY (hansy
cepTudunkaTa

ssl_session_timeout 1d;

ssl_session_cache shared:MozSSL:10m;

ssl_ciphers ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-
RSA-CHACHA20-POLY1305:DHE-RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384;

ssl_prefer_server_ciphers off;

ssl_protocols TLSv1.1 TLSv1.2;

add_header Strict-Transport-Security "max-age=63072000" always;

client_max_body_size 4096m; # OrpaHu4eHue Ha pa3Mep 3arpy>xaembix (ansioB 1 3anmncen

location / {
# 3pech yka3biBaeTcs IP-agpec Nginx cepsepa JumpServer
proxy_pass http://192.168.244.144;
proxy_http_version 1.1;
proxy_buffering off;
proxy_request_buffering off;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection "upgrade";
proxy_set_header Host $host;
proxy_set_header X-Forwarded-For $remote_addr;

3. Apyrue 6anaHCMpoOBLUMUKU Harpy3kmu (SLB)

Mopckaska:

1. Heob6xoanmo NpaBUIbHO HACTPOUTbL NOAAEPXKKY ANINTESbHbLIX COeANHEHWNI
WebSocket.
2. Ba)kHO y4nTbIBaTb BOMNPOCHI, CBSA3aHHbIE C YNPaBIEHNEM CECCUSMN.
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