How to enable 2FA(TOTP)
auth

In the Community Edition, two-factor authentication via TOTP (Google Authenticator) is
available.

To enable it, go to System setting - Security - Auth Security. The Global MFA auth
parameter allows you to disable two-factor authentication or enable it for all users or only
for administrators.

Note: For TOTP to work correctly, the JumpServer server must configure the NTP service
to obtain the correct time.

MFA

Global MFA auth Not enabled © Allusers Only admin users

MFA in login page
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* MFA verify TTL 3600
Unit: second, The verification MFA takes effect only when you view the account password
OTP issuer name JumpServer
* OTP valid window 2

In JumpServer Enterprise, other two-factor authentication options are also available,
such as two-factor authentication via RADIUS.
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